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HNHCTPYKLUA
110 OPraHM3auMU AHTUBUPYCHO 3a1UMTHI B MHGOPMALMOHHBIX CHCTEMAX
NePCOHAIBHBIX TAHHBIX

1. O01mue MoJI0KeHus.
1.1. Hacrosimas MHCTpYKIMS pa3paboTaHa B MENIX 3alIUThI IEPCOHATBHBIX NaHHBIX (manee — [1JIH) B
WH(pOpPMaIMOHHBIX cucTeMax mnepcoHanbHbIX maHHbIX (Hanee — MCII[In) MIT Camonsiro Hrops
OpseBnua (MHH 770907152168, OI'PHUIT 313774612001024) (mamee — Omepatop) OT
HECaHKIMOHUPOBAHHOTO KOMHMPOBAHMS, MOAU(PUKAIMNA U YHHUTOKEHUS TMOJ JIEHCTBHEM BUPYCOB U
JIPYToro BPeIOHOCHOTO MporpaMMHoro obecneueHus (manee — [10);
1.2. Hacrosmass MHCTpyknmsi pa3zpaboTaHa B COOTBETCTBHH C PYKOBOSAIIMMH W HOPMATHBHBIMU
JOKYMEHTaMu peryinsitopoB Poccuiickoit @enepamnuu B 006J1aCTH 3aIIUTHI TEPCOHATBHBIX TAHHBIX;
1.3. Tlonw3oBarenem WCII[An (manee — Ilomb3oBarenn) sBisercss coTpynHuk Omnepatopa,
Y4acTBYIOUIMII B paMKaX BBIMOJHEHUS CBOUX (YHKIMOHAJIBHBIX OOS3aHHOCTEM B Mpoleccax
aBTOMAaTU3MpPOBaHHON 00paboTku [IJIH n umeromuii JoCcTyn K annaparabsiM cpenctam, 10, naHHBIM
u cpenctBam 3amuTtel nHGopmaru UCIx (nanee — C31);
1.4. Opranuzanus antuBupycHoit 3ammtel UCIIIn npu o6pabotke I1/In Iomp3zoBarensimu UCITAx
OCYIIECTBISIET OTBETCTBEHHBIN 3a 0OecreueHne 0€30MacHOCTH ePCOHANBHBIX JAHHBIX;
1.5. Kontpons Han paboroit I[lomp3oBarens Mo NMPUMEHEHHIO HAa aBTOMATH3WPOBAHHBIX pabOYMX
Mectax (mamee — APM) UCII[AH aHTUBUpPYCHOM 3alUThl OCYIIECTBIISET OTBETCTBEHHBIM 3a

obecrieyeHre 6€30MaCHOCTH NEPCOHATBHBIX JAHHBIX.
2. Opranusanusi aHTUBMPYCHOM 3a1UTHI

2.1. K npumenenuto Ha APM wu cepsucax WCIIJIH nomyckaercs TONBKO JIMIIEH3UMOHHBIE H
ceprudunmpoBanubiec ®CTIOK Poccun aHTUBUPYCHBIC CPE/ICTBA;
2.2. K HacTpoiike CHCTEMbl AHTUBUPYCHOM 3alllUThl JOMYCKAIOTCA TOJBKO YIOJHOMOYEHHBIE

COTPYJIHUKH, YTBEpAKAE€HHBIE OiepaTtopoM;



2.3. ITonp30BaTENSAM 3aMPENICHO BMEIIMBATLCSA B pa0OTY CUCTEMbI aHTUBUPYCHOM 3aIIIHTHI.

2.4. O60 Bcex HEHCIPABHOCTSX WM Henosaakax [loap3oBarens 00s13aH COOOUTUTH OTBETCTBEHHOMY 32
obecrieyeHre 6€30aCHOCTH EPCOHANBHBIX JaHHBIX Onepartopa;

2.5. Ha APM UCII[n 3anpemiaercsi yctaHoBka [1O, He CBS3aHHOTO C BBIMOJHEHUEM (QYHKIIWH,
MPEAYCMOTPEHHBIX TEXHOJIOTUUECKUM TPOIecCOM 00paboTKH HHGOPMAIIHH;

2.6. Ilonb3oBarens mpu paboTe cO ChEMHBIMH HOCHUTEISIMU HH(OpMarmu o0s3aH Iepes HadaaioM
paboThl MPOBECTH HUX NPOBEPKY CPEACTBAMU AHTUBHUPYCHOW 3aIUTHl HAa TPEAMET OTCYTCTBHSA
KOMITbIOTEPHBIX BUPYCOB U BPEOHOCHBIX MTPOrPaMM;

2.7. Bce dakTel Mmomudukanuu U paspyuieHuss qJaHHbIX Ha cepBepax uiau APM UCII[IH, a Takke
3apakeHHE MX BHpyCaMHM WM BpeAoHOCHBIM [1O, NOMKHBI aHaIM3UPOBATHCS OTBETCTBEHHBIM 3a
obecrieyeHre 6€30NacHOCTH ePCOHAIBHBIX JIaHHBIX;

2.8. OTBETCTBEHHBIN 3a o0ecredeHrue OE30MacCHOCTH MEPCOHAIBHBIX JAaHHBIX OCYIIECTBISACT MOJHYIO
npoBepky xectkoro aqucka APM u ceBepoB MCII/IH U cheMHBIX HOCUTENEH HA HAMYKUE BUPYCOB U
BpenonocHoro [1O He pexe 1 pa3a B mecsl;

2.9. Hactpoiiku antuBupycHoro IIO onpenensiercs NOIMTHKAMU LEHTPAIM30BAaHHOTO CepBEpa
aJIMUHHUCTPUPOBAHUS, U IPUMEHSIOTCS C TIOMOIIbIO «ATE€HTa aIMUHUCTPUPOBAHUS», YCTAHOBICHHOTO
Ha APM u cepsepax UCII/IH;

2.10. AntuBupycHoe I1O 1oykHO 3amyckaTbcs aBTOMATHYECKH IIPU CTAPTE ONEPALlMOHHOM CHCTEMBI
APM u cepsepoB UCII/IH 1 GyHKIMOHUPOBATH JI0 3aBEpIICHUS] paOOTHI ONEPALMOHHON CUCTEMBI;
2.11. Ha APM wu cepepax HCII/In momkHO OBITH mpemycMoTpeH 3amper I[lomb3oBaTtemsiM Ha

OJIOKMPOBKY U BBITPY3KYy aHTHBUpYCHOTO [10.
3. JeiictBusi mpu 00HAPYKeHUH BUPYCOB

3.1. Tlonp3oBarenu mpu OOHAPYKEHUHM WM TOSABICHHS IOJO3PEHUI Ha HaM4Me KOMITBIOTEPHBIX
BUpPYCOB miu BpenoHocHOro [0 00s3aHbl HEMEUIEHHO MPEKpaTuTh Kakue-nubo neiicteus Ha APM
NCIIAH 1 npoBecTH JieueHNe 3apaKeHHBIX (PaiJIoB MyTeM BhIOOpA COOTBETCTBYIOMIETO MyHKTAa MEHIO
AHTUBUPYCHOW ITPOIPaMMBI U 3aT€M ITPOBECTU OBTOPHBIN aHTUBUPYCHBIA KOHTPOJIb;

3.2. B ciay4ae oOHapy>keHUsI HAa CbEMHBIX HOCUTENAX MH(POPMALIMU HOBOTO BUPYCa WIN BPETOHOCHOTO
10, ne mognatomierocs JieueHuto, [lonbp3oBarenb 0053aH MPEKPATUTH UX UCIIOIB30BAHUE;

3.3. B cmnyuae oOuapyxenus Ha APM HCII[lH He mnomjaromierocss JIEUCHHWIO BUpPyCa WIH
BpenoHocHoro I10, TTonb30Batens 0043aH MOCTaBUTh B U3BECTHOCTh OTBETCTBEHHOT'O 32 00ECIIeUeHHE
0€30I1aCHOCTH TEPCOHAJIBHBIX JAHHBIX M HpeKpaTuTh paboTy Ha APM, npuHATE B BO3MOXKHO
KOPOTKHE CPOKH HEOOXOAMMBbIE MEphl K YCTpaHEHHUIO Bupyca (OOHOBHTH MAKET AaHTUBUPYCHBIX

IIPOrpaMM U T.IL.).

4. OTBEeTCTBEHHOCTH



4.1. Tlonmp3oBaresb HECET MEPCOHAIBHYIO OTBETCTBEHHOCTh 3@ OCYILECTBICHUE pErJIaMEHTa

ucnonbs3oBanusg Ha APM HCII/IH aHTUBHPYCHBIX CPEICTB.



JIncer o3HaKOMIIeHHA
¢ UucTpyknuei mo opranu3any aHTUBMPYCHOM 321U ThHI B UH(GOPMALMOHHBIX CHCTEMaX

nepcoHaabHbIX JaHHbIX UII Camoubiro Urops IOpseBuua

dUO IMoamuce Jara
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